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+++++++++++++++++ BEGIN CHANGES ++++++++++++++++

6.4.2
Security for multiple NAS connections

6.4.2.1
Multiple active NAS connections with different PLMNs 

TS;23.501 [2] has a scenario when the UE is registered to a VPLMN's serving network via 3GPP access and to another VPLMN's or HPLMN's serving network via non-3GPP access at the same time. When the UE is registered in one PLMN's serving network over a certain type of access (e.g. 3GPP) and is registered to another PLMN's serving network over another type of access (e.g. non-3GPP), then the UE has two active NAS connections with different AMF's in different PLMNs. As described in clause <TBD>, the UE shall independently maintain and use two different 5G security contexts, one per PLMN serving network. Each security context shall be established separately via a successful primary authentication procedure with the Home PLMN. All the NAS and AS security mechanisms defined for single registration mode are applicable independently on each access using the corresponding 5G security context.

NOTE: 
The subscription belongs to a single HPLMN.

+++++++++++++++++ NEXT CHANGE ++++++++++++++++

6.4.4.1
NAS input parameters to confidentiality algorithm

The input parameters for the NAS 128-bit ciphering algorithms shall be the same as the ones used for NAS integrity protection as described in clause 6.4.3, with the exception that a different key, KNASenc, is used as KEY, and there is an additional input parameter, namely the length of the key stream to be generated by the encryption algorithms.

The use and mode of operation of the 128-bit ciphering algorithms are specified in Annex D.

NOTE:
In the context of the present subclause 6.4.4, a message is considered ciphered also when the NULL encryption algorithm NEA0 is applied.
+++++++++++++++++ NEXT CHANGE ++++++++++++++++

6.4.5
Handling of NAS COUNTs

The NAS security context created at the registration time of the first access type contains the NAS integrity and encryption keys, selected algorithm common for all NAS connections. In addition, each NAS connection shall have a unique NAS connection identifier, a distinct pair of NAS COUNTs, one NAS COUNT for uplink and one NAS COUNT for downlink, associated with it. In the NAS security context, the NAS connection identifier shall be the differentiator for the connection-specific parameters.

It is essential that the NAS COUNTs for a particular KAMF are not reset to the start values (that is the NAS COUNTs only have their start value when a new KAMF is generated). This prevents the security issue of using the same NAS COUNTs with the same NAS keys, e.g. key stream re-use, in the case a UE moves back and forth between two AMFs and the same NAS keys are re-derived. 

In the AMF, NAS COUNTs shall only be set to the start value in the following cases: 

-
for a partial native 5GC NAS security context created by a successful primary authentication run, and

-
for a mapped 5G security context generated when a UE moves from an MME to the AMF during both idle and connected mode mobility. 
Editor's Note: Handling of NAS COUNTS during multiple registration is FFS.

The start value of NAS COUNT shall be zero (0).
+++++++++++++++++ NEXT CHANGE ++++++++++++++++

6.4.6
Protection of initial NAS message

The initial NAS message is the first NAS message that is sent after the UE transitions from the idle state. The UE shall send a limited set of IEs (called the cleartext IEs) including those needed to establish security and/or enable the selction of the AMF in the initial message when it has no NAS security context. In this case, the UE shall include the additional IEs in the NAS Security Mode Complete message to provide ciphering protection of these IEs. When the UE has a security context, the UE shall send the complete initial message integrity protected with the cleartext IEs unciphered. The cleartext IEs include those required to allow the AMF to verify the message, establish security and/or enable the selection of the AMF. The UE shall send all other IEs ciphered. The AMF may request the UE to send the additional IEsin the NAS Security Mode Complete message if needed (e.g. if the AMF could not find the UE's security context). The AMF uses a hash value to protect the integrity of the the unciphered IEs (see 6.7.2 for more details) in case there was no security context in the UE or the check of the integrity protection the AMF fails.
The protection of the initial NAS message proceeds as shown in Figure 6.4.6-1.
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Figure 6.4.6-1: Protecting the initial NAS message

Step 1: The UE shall send the Initial message to the AMF. If the UE has no NAS security context, the Initial NAS message shall only contain the  cleartext IEs, e.g. subscription identifiers (e.g. SUCI or GUTIs), UE security capabilities, S-NSSAIs, ngKSI, the last visited TAI IE and IE containing the TAU Request in the case idle mobility from 4G.

Editor’s Note: The proposed cleartext IEs necessary to establish security and slected the AMF has to be verified in liaison with other Working Groups and is therefore FFS.
If the UE has a NAS security context, the initial message shall contain the complete message, where the information given above shall be sent in cleartext but the rest of the message is ciphered. With a NAS security context, the initial message shall also be integrity protected. In the case that the initial message was protected, the AMF has the same security context and successfully checks the integrity, then steps 2 to 4 may be omitted.
Step 2: If the AMF does not have the security context or if the integrity check fails, then the AMF shall initiate an authentication procedure with the UE. 

Step 3: After a successful authentication of the UE, the AMF shall send the NAS Security Mode Command message. If the Initial message was sent without integrity protection or the integrity protection did not pass (due either to a MAC failure or the AMF not being able to find the used security context), the AMF shall include the hash of the Initial NAS message in the NAS Security Mode Complete message. If the AMF did not get the additional IEs from step 1, either due to them not being included or because the AMF could not decrypt the IE, then the AMF shall include a request for the additional IEs in the NAS Security Mode Command message.  

Editor’s note: It is FFS whether the request for additional IEs is needed since the hash can also act as the request for additional IEs, e.g. the hash is present in the NAS Security Mode Command message and the hash checks sucessfullyl in the UE means the UE sends the additional IEs in the NAS Security Mode Complete message. 
Step 4: The UE shall send the NAS Security Mode Complete message to the network in response to a NAS Security Mode Command message. The NAS Security Mode Complete message shall be ciphered and integrity protected. Furthermore the NAS Security Mode Complete message shall include the complete Initial NAS if the check of the hash failed (see 6.7.2). In this case, the AMF shall treat this as the initial NAS message to respond to. Otherwise, the NAS Security Mode Complete message shall contain the additional IEs if requested by the network in the NAS Security Mode Command message. In this case, the AMF uses the cleartext IEs from step 1 and the additional IEs from this step as the initial NAS message to respond to.
Step 5: The AMF shall send its response to the Initial NAS message. This message shall be ciphered and integrity protected.
+++++++++++++++++ NEXT CHANGE ++++++++++++++++

6.4.7
Security aspects of SMS over NAS

Specific services of SMS over NAS are defined in TS 23.501 [2], and procedures for SMS over NAS are specified in TS 23.502 [8]. 

For registration and de-registration procedures for SMS over NAS, the details are specified in subclause 4.13.3.1 and 4.13.3.2 in TS 23.502 [8]. The NAS message can be protected by NAS security mechanisms.

For MO/MT SMS over NAS in CM-IDLE/CM-CONNECTED via 3GPP/non-3GPP, the UE has already activated NAS security with the AMF before sending/receiving SMS. The NAS Transport message shall be ciphered with NAS ciphering key based on the KAMF, and integrity protected with NAS integrity key based on the KAMF by the UE/AMF as described in subclause 6.4 in the present document. 

For MO SMS using one step approach in CM-IDLE, an initial NAS message including SMS shall be integrity protected with NAS integrity key based on the KAMF. In addition, this NAS message needs to be partially ciphered based on NAS ciphering key with the same encryption algorithm that was agreed during the NAS SMC exchange. In this case, an indication for partially ciphered shall be included in the NAS message, and the length of the key stream is set to the length of the part of the initial plain NAS message that is to be ciphered.

Editor's Note: The details for partially ciphered mechanisms shall be defined by CT1 specification. Additional text needs to clarify both SMS over NAS procedures as described by SA2 are FFS.
+++++++++++++++++ NEXT CHANGE ++++++++++++++++

6.5.2
RRC confidentiality mechanisms

RRC confidentiality protection is provided by the PDCP layer between UE and gNB. 

The use and mode of operation of the 128-NEA algorithms are specified in Annex D.

The input parameters to the 128-bit NEA algorithms as described in Annex D are an 128-bit cipher Key KRRCenc as KEY, a 5-bit bearer identity BEARER which corresponds to the radio bearer identity, the 1-bit direction of transmission DIRECTION, the length of the keystream required LENGTH and a bearer specific direction dependent 32-bit input COUNT which corresponds to the 32-bit PDCP COUNT.
+++++++++++++++++ NEXT CHANGE ++++++++++++++++

6.6
UP security mechanisms


+++++++++++++++++ NEXT CHANGE ++++++++++++++++

6.6.3
UP confidentiality mechanisms

The PDCP protocol, as specified in TS 38.323 [23] between the UE and the 5G-RAN, shall be responsible for user plane data confidentiality protection.

The use and mode of operation of the 128-bit 5G-EA algorithms are specified in Annex B.

The input parameters to the confidentiality algorithms as described in Annex B are the message packet, an 128-bit cipher key KUPenc as KEY, a 5-bit bearer identity BEARER which value is assigned as specified by TS 38.323 [23], the 1-bit direction of transmission DIRECTION, the length of the keystream required LENGTH and a bearer specific, and direction dependent 32-bit input COUNT which corresponds to the 32-bit PDCP COUNT.


+++++++++++++++++ NEXT CHANGE ++++++++++++++++

6.6.4
UP integrity mechanisms

The PDCP protocol, as specified in TS 38.323 [23] between the UE and the 5G-RAN, shall be responsible for user plane data integrity protection.

The use and mode of operation of the 128-bit 5G-IA algorithms are specified in Annex B.

The input parameters to the 128-bit 5G-IA algorithms as described in Annex B are, the message packet, a 128-bit integrity key KUPint as KEY, a 5-bit bearer identity BEARER which value is assigned as specified by TS 38.323 [23], the 1-bit direction of transmission DIRECTION, and a bearer specific, and direction dependent 32-bit input COUNT which corresponds to the 32-bit PDCP COUNT.

If the gNB or the UE receives a PDCP PDU which fails integrity check with faulty or missing MAC-I after the start of integrity protection, the PDU shall be discarded.

+++++++++++++++++ NEXT CHANGE ++++++++++++++++

6.7.1.2
AMF change

If the change of the AMF at N2-Handover or mobility registration update results in the change of algorithm to be used for establishing NAS security, the target AMF shall indicate the selected algorithm to the UE as defined in Clause 6.9.2.3.3 for N2-Handover (i.e., using NAS Container) and Clause 6.9.3 for mobility registration update (i.e., using NAS SMC). The AMF shall select the NAS algorithm which has the highest priority according to the ordered lists (see sub-clause 6.7.1.1 of the present document).

+++++++++++++++++ NEXT CHANGE ++++++++++++++++

6.7.2
NAS security mode command procedure

The NAS SMC shown in Figure 6.7.2-1 shall be used to establish NAS Security context between the UE and the AMF. This procedure consists of a roundtrip of messages between the AMF and the UE. The AMF sends the NAS Security Mode Command message to the UE and the UE replies with the NAS Security Mode Complete message. 

NOTE 1:
The NAS SMC procedure is designed such that it protects the Registration Request against a man-in-the-middle attack where the attacker modifies the IEs containing the UE security capabilities provided by the UE in the Registration Request. It works as follows: if the method completes successfully, the UE is attached to the network knowing that no bidding down attack has happened. In case a bidding down attack was attempted, the verification of the NAS SMC will fail and the UE replies with a reject message meaning that the UE will not attach to the network.
The NAS Security Mode Command message from the AMF to the UE shall contain: the replayed UE security capabilities, the selected NAS algorithm, and the ngKSI for identifying the KAMF, and the input container in the case of horizontal derivation of KAMF during N2 handover as described in clause 6.9.3. In the case of sending a NAS Security Mode Command message during a Registration procedure (i.e. after receiving the Registration Request message but before sending the Registration Response message) where the Registration Request message did not successfully pass its integrity protection verification, the AMF shall calculate a HASHAMF of the entire plain Registration Request message and include the HASHAMF in the NAS Security Mode Command message. The AMF shall calculate a HASHAMF as described in Annex F.4. This message shall be integrity protected (but not ciphered) with NAS integrity key based on the KAMF indicated by the ngKSI in the NAS Security Mode Command message (see Figure 6.7.2-1). NAS uplink deciphering at the AMF with this context starts after sending the NAS Security Mode Command message. 
The Anti-Bidding down Between Architectures (ABBA) parameter is included in the derivation of of a KAMF from the KSEAF by the SEAF as described in Annex A.7. In case the NAS Security Mode procedure is taking a KAMF derived for a KSEAF into use, the AMF shall include the ABBA parameter into the NAS Security Mode command.  

NOTE 2: The ABBA parameter is included to enable the bidding down protection of security features that may be introduced later. Its value is set to all zero.
In case the network supports interworking using the N26 interface between MME and AMF, the AMF shall also include the selected EPS NAS algorithms (defined in Annex B of TS 33.401 [10]) to be used after mobility to EPS in the NAS Security Mode Command message (see clause 8.5.2). The UE shall store the algorithms for use after mobility to EPS using the N26 interface between MME and AMF. The AMF shall store the selected EPS algorithms in the UE security context.
The UE shall verify the integrity of the NAS Security Mode Command message. This includes checking that the UE 
security capabilities sent by the AMF match the ones stored in the UE to ensure that these were not modified by an attacker and verifying the integrity protection using the indicated NAS integrity algorithm and the NAS integrity key based on the KAMF indicated by the ngKSI. 

In case the NAS Security Mode Command message includes a HASHAMF, the UE shall calculate HASHUE from the entire unprotected Registration Request message that it has sent and compare it against HASHAMF. The UE shall calculate HASHUE as described in Annex F.4.
The UE may calculate the HASHUE after it sends the Registration Request and before it receives the NAS Security Mode Command message. Alternatively, the UE may calculate the HASHUE after successfully verifying a NAS Security Mode Command message that includes a HASHAMF. If the NAS Security Mode Command message contains a ABBA parameter, then the UE shall derive a new KAMF from the KSEAF as decribed in Annex A.7.
In case the NAS Security Mode Command message includes an input container, the UE shall derive a new KAMF as described in clause 6.9.3.
If the verification of the integrity of the NAS Security Mode Command message is successful, the UE shall start NAS integrity protection and ciphering/deciphering with the security context indicated by the ngKSI and send the NAS Security Mode Complete message to the AMF ciphered and integrity protected. The NAS Security Mode Complete message shall include PEI in case AMF requested it in the NAS Security Mode Command message. In case the HASHUE and the HASHAMF are different, the UE shall include the complete Registration Request message (that the UE previously sent) in the NAS Security Mode Complete message. If there is a capability mismatch, UE shall send a NAS Security Mode Reject message.
NOTE 2:
A failed hash comparison does not affect the security establishment as the UE has still checked the UE security capabilities the AMF sent in the NAS Security Mode Command message.

The AMF shall de-cipher and check the integrity protection on the NAS Security Mode Complete message using the key and algorithm indicated in the NAS Security Mode Command message. NAS downlink ciphering at the AMF with this security context shall start after receiving the NAS Security Mode Complete message. If the NAS Security Mode Complete message contains a Registration Request message, the AMF shall complete the on-going Registration procedure by considering the contained Attach/TAU Registration Request message as the message that triggered the procedure.

If the verification of the integrity of the NAS Security Mode Command message is not successful in the UE, it shall reply with a NAS Security Mode Reject message (see TS 24.501 [35]). The NAS Security Mode Reject message and all subsequent NAS messages shall be protected with the previous, if any, 5G NAS security context, i.e., the 5G NAS security context used prior to the failed NAS Security Mode Command message. If no 5G NAS security context existed prior to the NAS Security Mode Command message, the NAS Security Mode Reject message shall remain unprotected. 

NOTE 3:
If the uplink NAS COUNT will wrap around by sending the NAS Security Mode Reject message, the UE releases the NAS connection instead of sending the NAS Security Mode Reject message. 
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Figure 6.7.2-1: NAS Security Mode Command procedure

+++++++++++++++++ NEXT CHANGE ++++++++++++++++

6.7.3.0
Initial AS security context establishment

This clause provides the details for AS security algorithms negotiation and consideration during the UE initial AS security context establishment.

Each gNB shall be configured via network management with lists of algorithms which are allowed for usage. There shall be one list for integrity algorithms, and one for ciphering algorithms. These lists shall be ordered according to a priority decided by the operator. When AS security context is to be established in the gNB, the AMF shall send the UE 5G security capabilities to the gNB. The gNB shall choose the ciphering algorithm which has the highest priority from its configured list and is also present in the UE 5G security capabilities. 

The gNB shall choose the integrity algorithm which has the highest priority from its configured list and is also present in the UE 5G security capabilities. The chosen algorithms shall be indicated to the UE in the AS SMC. The chosen ciphering algorithm is used for ciphering (when activated) of the user plane and RRC traffic. The chosen integrity algorithm is used for integrity protection (when activated) of the user plane and RRC traffic. Activation of ciphering and integrity protection for the RRC traffic shall be done as defined by clause 6.7.4. Activation of ciphering and integrity protection for the user plane traffic shall be done based on the UP security policy received from the SMF as defined by clause 6.6.2.
+++++++++++++++++ NEXT CHANGE ++++++++++++++++

6.7.3.1
Xn-handover 

At handover from a source gNB over Xn to a target gNB, the source gNB shall include the UE's 5G security capabilities and ciphering and integrity algorithms used in the source cell in the handover request message. The target gNB shall select the algorithm with highest priority from the received 5G security capabilities of the UE according to the prioritized locally configured list of algorithms (this applies for both integrity and ciphering algorithms). The chosen algorithms shall be indicated to the UE in the Handover Command message if the target gNB selects different algorithms compared to the source gNB. If the UE does not receive any selection of integrity and ciphering algorithms, it continues to use the same algorithms as before the handover (see TS 38.331 [22]). In the Path-Switch message, the target gNB shall send the UE's 5G security capabilities received from the source gNB to the AMF. The AMF shall verify that the UE's 5G security capabilities received from the target gNB are the same as the UE's 5G security capabilities that the AMF has locally stored. If there is a mismatch, the AMF shall send its locally stored 5G security capabilities of the UE to the target gNB in the Path-Switch Acknowledge message. Additionally, the AMF may log the event and may take additional measures, such as raising an alarm.

If the target gNB receives UE's 5G security capabilities from the AMF in the Path-Switch Acknowledge message, the target gNB shall update the AS security context of the UE with these 5G security capabilities of the UE. The target gNB shall select the algorithm with highest priority from these 5G security capabilities according to the locally configured prioritized list of algorithms (this applies for both integrity and ciphering algorithms). If the algorithms selected by the target gNB are different from the algorithms used at the source gNB, then the target gNB shall initiate RRC Connection Reconfiguration procedure indicating the selected algorithms to the UE.

NOTE:
Transferring the ciphering and integrity algorithms used in the source cell to the target gNB in the handover request message allows for the target gNB to decipher and verify the integrity of the RRC Reestablishment Complete message on SRB1 in the potential RRC Connection Re-establishment procedure. The information is also used by the target gNB to decide if it is necessary to include a new selection of security algorithms in the Handover Command message.

+++++++++++++++++ NEXT CHANGE ++++++++++++++++

6.7.4
AS security mode command procedure


The AS SMC procedure is for RRC and UP security algorithms negotiation and RRC security activation. The activation of UP security is as described in clause 6.6.2. AS SMC procedure consists of a roundtrip of messages between gNB and UE. The gNB sends the AS security mode command to the UE and the UE replies with the AS security mode complete message. See Figure 6.7.4-1.

The AS security mode command message sent from gNB to UE shall contain the selected RRC and UP encryption and integrity algorithms. This AS security mode command message shall be integrity protected with RRC integrity key based on the current KgNB. 

The AS security mode complete message from UE to gNB shall be integrity protected with the selected RRC algorithm indicated in the AS security mode command message and RRC integrity key based on the current KgNB. 

RRC downlink ciphering (encryption) at the gNB shall start after sending the AS security mode command message. RRC uplink deciphering (decryption) at the gNB shall start after receiving and successful verification of the AS security mode complete message. 

RRC uplink ciphering (encryption) at the UE shall start after sending the AS security mode complete message. RRC downlink deciphering (decryption) at the UE shall start after receiving and successful verification of the AS security mode command message.

If any control of the AS security mode command is not successful in the UE, the UE shall reply with an unprotected security mode failure message (see TS 38.331[22]).

Ciphering and integrity protection of UP downlink and uplink, at the UE and the gNB, shall start as defined by clause 6.6.2.
AS SMC shall be used only during an initial context setup between the UE and the gNB (i.e., to activate an initial KgNB at RRC-IDLE to RRC-CONNECTED state transition). 

NOTE: 
Derivation of a KgNB at RRC-IDLE to RRC-CONNECTED state ensures that AS SMC establishes a fresh KgNB. Consequently, the PDCP COUNTs can be reset.
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Figure 6.7.4-1: AS Security Mode Command Procedure

+++++++++++++++++ NEXT CHANGE ++++++++++++++++

+++++++++++++++++ NEXT CHANGE ++++++++++++++++

6.9.2.1.1
Access stratum

Editor's Note: This sub-clause is meant to contain content corresponding to TS 33.401 [10], sub-clause 7.2.8.1.1, which is about key handling in access stratum in handover. 

The general principle of key handling for KgNB*/NH at handovers is depicted in Figure 6.9.2.1.1-1.
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Figure 6.9.2.1.1-1: Model for the handover key chaining

The following is an outline of the key handling model to clarify the intended structure of the key derivations. The detailed specification is provided in sub-clauses 6.9.2.2 and 6.9.2.3.

Whenever an initial AS security context needs to be established between UE and gNB, AMF and the UE shall derive a KgNB and a Next Hop parameter (NH). The KgNB and the NH are derived from the KAMF. A NH Chaining Counter (NCC) is associated with each KgNB and NH parameter. Every KgNB is associated with the NCC corresponding to the NH value from which it was derived. At initial setup, the KgNB is derived directly from KAMF, and is then considered to be associated with a virtual NH parameter with NCC value equal to zero. At initial setup, the derived NH value is associated with the NCC value one.

NOTE 1:
At the UE, the NH derivation associated with NCC=1 could be delayed until the first handover performing vertical key derivation.

Whether the AMF sends the KgNB key or the {NH, NCC} pair to the serving gNB is described in detail in sub-clauses 6.9.2.2 and 6.9.2.3. The AMF shall not send the NH value to gNB at the initial connection setup. The gNB shall initialize the NCC value to zero after receiving S1-AP Initial Context Setup Request message.

NOTE 2:
Since the AMF does not send the NH value to gNB at the initial connection setup, the NH value associated with the NCC value one cannot be used in the next Xn handover or the next intra-gNB handover, for the next Xn handover or the next intra-gNB handover the horizontal key derivation (see Figure 6.9.2.1.1-1) will apply.

NOTE 3:
One of the rules specified for the AMF in sub-clause 6.9.2.3.3 of the present document states that the AMF always computes a fresh {NH, NCC} pair that is given to the target gNB. An implication of this is that the first {NH, NCC} pair will never be used to derive a KgNB. It only serves as an initial value for the NH chain. 

The UE and the gNB use the KgNB to secure the communication between each other. On handovers, the basis for the KgNB that will be used between the UE and the target gNB, called KgNB*, is derived from either the currently active KgNB or from the NH parameter. If KgNB* is derived from the currently active KgNB this is referred to as a horizontal key derivation (see Figure 6.9.2.1.1-1) and if the KgNB* is derived from the NH parameter the derivation is referred to as a vertical key derivation (see Figure 6.9.2.1.1-1). 

As NH parameters are only computable by the UE and the AMF, it is arranged so that NH parameters are provided to gNBs from the AMF in such a way that forward security can be achieved.


On handovers with vertical key derivation the NH is further bound to the target PCI and its frequency ARFCN-DL before it is taken into use as the KgNB in the target gNB. On handovers with horizontal key derivation the currently active KgNB is further bound to the target PCI and its frequency ARFCN-DL before it is taken into use as the KgNB in the target gNB.

+++++++++++++++++ NEXT CHANGE ++++++++++++++++

6.9.2.3.3
N2-Handover

Editor's Note: The interfaces and message names belonging to the SBA, need to updated, e.g. N14 is now a SBA interface.

Upon reception of the HANDOVER REQUIRED message, the source AMF shall increment its locally kept NCC value by one and compute a fresh NH from its stored data using the function defined in Annex A.10. The source AMF shall use the KAMF from the currently active 5GS NAS security context for the computation of the fresh NH. The source AMF shall send the fresh {NH, NCC} pair to the target AMF in the N14 FORWARD RELOCATION REQUEST message. The N14 FORWARD RELOCATION REQUEST message shall in addition contain the KAMF that was used to compute the fresh {NH, NCC} pair and its corresponding ngKSI. 

If the source AMF had activated a new 5G NAS security context with a new KAMF, different from the 5G NAS security context on which the currently active 5G AS security context is based, but has not yet successfully performed a UE Context Modification procedure, the N14 FORWARD RELOCATION REQUEST message shall in addition contain a K_AMF_CI (KAMF Change Indicator) meaning that the sent KAMF is a new one. The source AMF uses local policy to determine whether to perform horizontal KAMF derivation. If horizontal KAMF derivation is performed, the <N14 FORWARD RELOCATION REQUEST> shall in addition to the K_AMF_CI contain a <INPUT> parameter used in the horizontal derivation of the sent KAMF. The ngKSI for the newly derived KAMF key has the same value field and the same type field as the ngKSI of the current KAMF. The source AMF shall include the ngKSI for the newly derived KAMF key in the <N14 FORWARD RELOCATION REQUEST> as well.
NOTE 1:
Unlike the S10 FORWARD RELOCATION REQUEST message in EPS, the N14 FORWARD RELOCATION REQUEST message in 5G does not contain data and meta-data related to old 5G security context.

If the target AMF receives the <INPUT> parameter, it shall set the NAS COUNTs to zero and shall include a NASC (NAS Container) containing the received < INPUT> parameter, ngKSI, selected NAS security algorithms, UE security capabilities, and <NAS MAC> in the NGAP HANDOVER REQUEST message to the target gNB. The purpose of this NASC could be compared to a NAS SMC message. If the target AMF receives the K_AMF_CI, it shall set the NCC to zero and shall further compute a temp_K_gNB as defined in Annex A.9. It shall further send the {NCC=0, NH=temp_K_gNB} pair and K_AMF_CI to the target gNB within the NGAP HANDOVER REQUEST message. The target AMF shall further set the NCC to one and shall further compute a NH as specified in Annex A.10. The target AMF shall further store the {NCC=1, NH} pair. 

NOTE 2: The NAS Container (NASC) is defined in TS 24.501 [35].

If the target AMF does not receive the <INPUT> parameter and it selects different NAS security algorithms than the ones used in the source AMF, then the target AMF shall re-derive the NAS keys from the received KAMF with the new selected NAS algorithm identifiers as input. Further, the target AMF shall include the new selected NAS algorithm identifiers in the NASC. 

Editor's Note: 
It is FFS how to provide replay protection for NASC.

The target AMF shall derive the NAS keys from received KAMF as specified in clause A.8. If the target AMF does not receive the K_AMF_CI, it shall store locally the KAMF and {NH, NCC} pair received from the source AMF and then send the received {NH, NCC} pair to the target gNB within the NGAP HANDOVER REQUEST message. 

Upon receipt of the NGAP HANDOVER REQUEST message from the target AMF, the target gNB shall compute the KgNB to be used with the UE by performing the key derivation defined in Annex A.11 with the {NH, NCC} pair received in the NGAP HANDOVER REQUEST message and the target PCI and its frequency ARFCN-DL. The target gNB shall associate the NCC value received from AMF with the KgNB. The target gNB shall include the NCC value from the received {NH, NCC} pair, and the NASC if such was also received, into the HO Command message to the UE and remove any existing unused stored {NH, NCC} pairs. If the target gNB had received the K_AMF_CI, it shall set the keyChangeIndicator field in the HO Command message to true.

NOTE 2:
The source AMF may be the same as the target AMF in the description in this sub-clause. If so the single AMF performs the roles of both the source and target AMF In this case, actions related to N14 messages are handled internally in the single AMF.

For N2-handover, the source gNB shall include AS algorithms used in the source cell (ciphering and integrity algorithms) in the source to target transparent container that shall be sent to the target gNB. The AS algorithms used by in the source cell are provided to the target gNB so that it can decipher and integrity verify the RRCConnectionReestablishmentComplete message on SRB1 in the potential RRC Connection Re-establishment procedure.
+++++++++++++++++ NEXT CHANGE ++++++++++++++++

6.9.5
Rules on Concurrent Running of Security Procedures


6.9.5.1
Rules related to AS and NAS security context synchronization

Concurrent runs of security procedures may, in certain situations, lead to mismatches between security contexts in the network and the UE. In order to avoid such mismatches, the following rules shall be adhered to: 

1.
AMF shall not initiate any of the N2 procedures including a new key towards a UE if a NAS Security Mode Command procedure is ongoing with the UE.

2.
The AMF shall not initiate a NAS Security Mode Command towards a UE if one of the N2 procedures including a new key is ongoing with the UE.

6.9.5.2
Rules related to parallel NAS connections

Concurrent runs of security procedures in parallel over two different NAS connections when terminated in the same AMF can lead to race conditions and mismatches between the security contexts in the network and the UE. In order to avoid such mismatches, the following rules shall be followed:

1.
The SEAF/AMF shall not initiate a primary authentication or NAS SMC procedure in case a primary authentication or a NAS SMC procedure is ongoing on a parallel NAS connection. Authentication procedures followed by a NAS SMC procedures taking the new 5G security context into use, shall be performed on one NAS signalling connection at a time.
+++++++++++++++++ NEXT CHANGE ++++++++++++++++

8.4.1 
General

This sub-clause covers the case of handoff from EPS to 5GS, as defined in TS 23.502 [8].

8.4.2
Procedure
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Figure 8.4.2-1: Handover from EPS to 5GS over N26

NOTE 1:
This procedure is based on clause 4.11.1.2.2 in TS 23.502 [8] and only includes steps and description that are relevant to security.
As the UE is connected to the EPS, the source MME has a current EPS security context for the UE. The current EPS security context may be a mapped EPS security context resulting from a previous mobility from 5GC, or a native EPS security context resulting from a primary authentication with the EPS.
1.
The source eNB sends a Handover Required message to the source MME, including UE's identity and UE's security capabilities..

NOTE 2:
The source MME checks whether the UE's security capabilities and access rights are valid in order to decide whether it can initiate handover to 5GS.

2.
The source MME selects the target AMF and sends a Forward Relocation Request to the selected target AMF. The source MME includes UE's EPS security context including KASME , eKSI, UE EPS security capabilities, selected EPS NAS algorithm identifiers, uplink and downlink EPS NAS COUNT’s, {NH, NCC} pair, in this message. If the source MME has the UE NR security capabilities stored, then it will forward the UE NR security capabilities as well to the target AMF.
3.
The target AMF shall construct a mapped 5G security context from the EPS security context received from the source MME. The target AMF shall derive a mapped KAMF key from the received KASME and the downlink EPS NAS COUNT of the EPS security context received from the source MME as described in clause 8.6.2. 

Editor's Note: Freshness parameters used in the derivation of the mapped KAMF from KASME is FFS. As an example, the AMF may use {NH, NCC} pair received from the MME as freshness parameters.
If the target AMF receives the UE 5G security capabilities, then the target AMF shall select the 5G NAS security algorithms (to be used in the target AMF for encryption and integrity protection) which have the highest priority from its configured list.

If the target AMF does not receive the UE 5G security capabilities from the source MME, then the target AMF shall assume that the following default set of 5G security algorithms are supported by the UE (and shall set the UE 5G security capabilities in the mapped 5G NAS security context according to this default set):

a.
NEA0, 128-NEA1 and 128-NEA2 for NAS signalling ciphering, RRC signalling ciphering and UP ciphering;

b.
128-NIA1 and 128-NIA2 for NAS signalling integrity protection, RRC signalling integrity protection and UP integrity protection.

The target AMF then derives the complete mapped 5G security context. The target AMF shall derive  the 5G NAS keys (i.e., KNASenc and KNASint) from the new K'AMF with the selected 5G NAS security algorithm identifiers as input, to be used in AMF as described in clause A.8. The uplink and downlink 5G NAS COUNTs associated with the derived 5G NAS keys are set to 1. The ngKSI for the newly derived K'AMF key is defined such as the value field is taken from the eKSI of the KASME key (i.e. included in the received EPS security context) and the type field is set to indicate a mapped security context. The AMF shall also derive the initial KgNB from the mapped K'AMF key as specified in Annex A.9. 
The target AMF associates this mapped 5G Security context with ngKSI.

NOTE 3:
The AMF derives a KgNB using the KAMF instead of using the {NH, NCC} pair received from the MME.

4.
The target AMF requests the target gNodeB to establish the bearer(s) by sending the Handover Request message.

The target AMF includes the ngKSI value associated with the mapped 5G security context, , replayed UE security capabilities, the 4 LSB of the EPS NAS downlink COUNT value parameters received from source MME used in the derivation of keys in step 3, the selected 5G NAS security algorithm identifiers and a <NAS-MAC> in a 4G to 5G NAS transparent container, and sends the 4G to 5G NAS transparent containeralong with, the derived KgNB and the UE security capabilities in the Handover Request message to the target gNB. The purpose of this 4G to 5G NAS transparent container could be compared to a NAS SMC message.
5.
The target gNB shall selects the 5G AS security algorithms from the list in the UE security capabilities 
The target gNB shall derive the 5G AS security context, by deriving the 5G AS keys (KRRCint, KRRCenc, KUPint, and KUPenc) from the KgNB and the selected 5G AS security algorithm identifiers as described in Annex A.8. 
The target gNB sends a Handover Request Ack message to the target AMF. It includes the selected 5G AS algorithms, and the 4G to 5G NAS transparent container received from the target AMF (in step 4) in the Target to Source Container, and includes it in the Handover Request Ack message.

6.
The target AMF sends the Forward Relocation Response message to the source MME. The required security parameters obtained from gNB in step 5 as the Target to Source Container are forwarded to the source MME.

7.
The source MME sends the Handover Command to the source eNB. The source eNB commands the UE to handover to the target 5G network by sending the Handover Command. This message includes all the security related parameters in the 4G to 5G NAS transparent container 
obtained from the target AMF in step 6.

8.
The UE derives a mapped KAMF key from the KASME in the same way the AMF did in step 3. It shall also derive the 5G NAS keys and KgNB as the AMF did in step 3. It associates this mapped 5G security context to KSI4G with the ngKSI included in the 4G to 5G NAS transparent container. 

NOTE 4: 
The uplink and downlink NAS COUNT values for the mapped 5G security context shall be set to start value (i.e. 0) in both the AMF and the UE when deriving the NAS keys.

Editor's Note: The key derivation and the NAS parameter transfer between target AMF and UE need to be aligned with N2-based handover.

The mapped 5G security context shall become the current 5G security context.

9.
The UE sends the Handover Complete message to the target gNB. This shall be ciphered and integrity protected by the keys in the current 5G security context.

10.
The target gNB notifies the target AMF with a Handoff Notify message.

If the UE has a native 5G security context established during the previous visit to 5GS, then the UE shall provide the associated the 5G-GUTI as an additional GUTI in the Registration Request following the handover procedure. The AMF shall retrieve the native security context using the 5G-GUTI. The AMF may activate the native KAMF by performing a NAS SMC procedure.

+++++++++++++++++ NEXT CHANGE ++++++++++++++++

13.1
Protection at the network or transport layer

All network functions shall support TLS. Network functions shall support both server-side and client-side certificates for authentication between each-other. If TLS is used for service based interfaces, all network functions shall use both server-side certificates and client-side certificates for authentication. 

The TLS profile shall follow the profile given in Annex E of TS 33.310 [5] with the restriction that it shall be compliant with the profile given by HTTP/2 [47].
TLS shall be used within a PLMN unless network security is provided by other means.

On the N32 interface, TLS shall be supported between the SEPP and the next-hop IPX entity. 

If there are no IPX entities between the SEPPs, TLS shall be used between the SEPPs. 

If there are IPX entities between SEPPs, TLS should be used between the SEPP and the next-hop IPX entity.

NOTE 2: Additional application layer security according to the requirements in clause 5.6.3 is needed for protection between the SEPPs.
+++++++++++++++++ NEXT CHANGE ++++++++++++++++

D.2.1.1
Inputs and outputs
The input parameters to the ciphering algorithm are a 128-bit cipher key named KEY, a 32-bit COUNT, a 5-bit bearer identity BEARER, the 1-bit direction of the transmission i.e. DIRECTION, and the length of the keystream required i.e. LENGTH. The DIRECTION bit shall be 0 for uplink and 1 for downlink.

Editor's note: For NAS layer security, the inputs may need to change depending on the solution that is selected for having simultaneous NAS connections for 3GPP and non-3GPP. 

Figure D.2.1.1-1 illustrates the use of the ciphering algorithm NEA to encrypt plaintext by applying a keystream using a bit per bit binary addition of the plaintext and the keystream. The plaintext may be recovered by generating the same keystream using the same input parameters and applying a bit per bit binary addition with the ciphertext.
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Figure D.2.1.1-1: Ciphering of data 
Based on the input parameters the algorithm generates the output keystream block KEYSTREAM which is used to encrypt the input plaintext block PLAINTEXT to produce the output ciphertext block CIPHERTEXT.

The input parameter LENGTH shall affect only the length of the KEYSTREAM BLOCK, not the actual bits in it.

+++++++++++++++++ NEXT CHANGE ++++++++++++++++

F.1 
Introduction 

The present annex describes the 3GPP 5G profile for EAP-AKA' described in RFC 5448 [12], and RFC 4187 [21]. 

NOTE: 
This annex (or a part of it) can be removed e.g. if RFC 5448 is updated in the IETF and a reference to the new RFC is added. Alternatively, some of the content may be moved to relevant 3GPP stage 3 specification.

+++++++++++++++++ NEXT CHANGE ++++++++++++++++

G.2
Structure of HTTP Message

Following is a typical structure of the HTTP Message: 
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Figure G.2-1 Typical structure of the HTTP message received by SEPP

It consists of:

-
HTTP Message payload with JSON based IEs

-
HTTP Headers with or without sensitive elements

-
HTTP Request-URI with or without sensitive elements such as SUPI.

In the outgoing direction, i.e. towards the N32 interface, the SEPP shall parse the HTTP message fully and apply protection on each part as required.

In the incoming direction, i.e. towards the Network Function, the SEPP shall verify the message, and if successful reassemble the original message and send it to the destined Network Function.
+++++++++++++++++ END OF CHANGES ++++++++++++++++
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